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SmartCity Al Threat Detection - Fight Detection - ANPR

1. Project Overview

The SmartCity Al System is an end-to-end intelligent video surveillance platform that ingests live or
recorded camera feeds and automatically detects threats, fights, abandoned objects, suspicious loitering,
crowd density, and unregistered vehicles in real time. It pairs a YOLOv8-based computer-vision pipeline
with rule-based behavioural heuristics and EasyOCR for plate recognition, surfacing every event on a live
operations dashboard.

The system is split into three independently deployable tiers — a Python Flask Al microservice, a NestJS
gateway/aggregator, and a Vue 3 single-page dashboard — communicating over HTTP with MJPEG video
streaming and Server-Sent Events for low-latency telemetry.

Key Capabilities

bulléreat & Weapon Detection — guns, knives, explosives, grenades.

bulght / Violence Detection — distance-oscillation heuristic over tracked persons.
buldtandoned Bag Detection — bags persisting without an owner nearby.
bulketspicious Loitering — same person occupying a region across many frames.
bulfgpwd Density Detection — count-based threshold alert.

bulBetPR — vehicle detection + plate OCR + MySQL registry lookup.

bulegl-time MIPEG streaming with annotated bounding boxes.

bulketver-Sent Events (SSE) for live stats and alerts with snapshots.

bulléte dashboard — totals, vehicle breakdown, alerts feed, charts.

Project Information

Project Name SmartCity Al System

Workspace Root /Users/hikmatullah/Documents/SmartCity

Modules safe-city-ai (Python Al), backend (NestJS), frontend (Vue 3)
Al Frameworks Ultralytics YOLOV8, EasyOCR, OpenCV, PyTorch
Backend Frameworks Flask 3.1, NestJS 11

Frontend Vue 3, Vite, TailwindCSS 4, Chart.js, vue-router

Database MySQL (PyMySQL driver)

Default Ports Flask Al: 5000 - NestJS: 3000 - Vite Dev: 5173
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2. Al Models

The system relies on YOLOVS for real-time object detection and EasyOCR for reading text, supplemented
by smart algorithmic tracking and rule-based behaviour analysis.

2.1 Threat & Weapon Detection Model

buMstdel: YOLOv8n — Subh775/Threat-Detection-YOLOv8n (Hugging Face)

buNegights file: safe-city-ai/models/threat_detection.pt (~6 MB)

bulRstie: Scans frames to detect dangerous objects instantaneously.

buletects: Guns, Knives, Explosives, and Grenades.

bulf@idence: Runs every Nth frame (default every 5) — set via WEAPON_EVERY_N_FRAMES.
bulf@nfidence threshold: 0.45 default.

2.2 Fight & Violence Detection
buMstdel: YOLOv8n (person tracking) + custom motion algorithm.
bulRste: Tracks people across frames; identifies fights using a distance-oscillation heuristic.

bulfetre insight: Pedestrians crossing paths show a single drop-then-rise in distance; fighters show
repeated oscillation (push apart / pull together).

buletards: both must be in contact range, both must be moving, must persist for N consecutive frames.

bullenables: FIGHT_CLOSE_PX=60, FIGHT_MIN_SPEED=8, FIGHT_MIN_OSCILLATIONS=3,
FIGHT_OSCILLATION_WINDOW=16, FIGHT_CONFIRM_FRAMES=8.

2.3 Abnormal Behaviour & Abandoned Bags
buMstdel: YOLOv8N (person/bag tracking) + temporal tracker (rules).
bulfspwd Density: alert when person count > 10 in a frame.

buletandoned Bag: backpack/handbag detected with no person within 120 px - flagged red as
ABANDONED.

bullettering: when = 75% of the last 150 frames show a person in the same 60x60-px region.

2.4 Automatic Number Plate Recognition (ANPR)

bulehicle model: YOLOv8n COCO pre-trained — detects cars, motorcycles, buses, trucks (class IDs
2/3/5/7).

bul$R: EasyOCR (English) on the lower 60% ROI of each vehicle box.

bulPéate validation: regex/heuristic rejects brand words (TOYOTA, HONDA, ...); requires mix of letters
and digits, 3-12 chars.

bulkgabilisation: PlateVoteCache confirms a reading once it appears in = 2 of the last 5 frames for the
same vehicle slot.

bulkat tracking: loU = 0.30 between frames keeps the slot identity; a confirmed plate is cached for 15
frames before a re-scan.

bulg lookup: cleaned plate matched against r egi st er ed_vehi cl es in MySQL.
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buldgrt cooldown: 10 s per unregistered plate to avoid spam.
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3. System Flow & Notification Pipeline

1. Camera Captures. The camera (or uploaded video) streams to the Python Al service.

2. Pipeline Execution. Each frame is simultaneously checked for:

buNégapons — YOLOVS8 threat model detects guns/knives/explosives.

buléghts — person positions tracked for erratic, high-speed proximity.

buldtandoned bags — bags tracked to see if their owner leaves them.

bulfgpwd density — count-based alert when threshold exceeded.

bulleitering — same person in a region across many frames.

bulNehicles & Plates — YOLO finds vehicles — EasyOCR reads plates.

3. Database Lookup. Plate text is cleaned and looked up in the MySQL r egi st er ed_vehi cl es table.

4. Alerts & Visualisation. The system dynamically draws bounding boxes (red for threats / fights /
unregistered plates, green for people, cyan for vehicles, amber for bags) and pushes events to the Vue
dashboard via MJPEG + Server-Sent Events.

Flow Diagram (from project brief)
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Figure 1 — End-to-end pipeline: camera — Al models - alerts dashboard.

SmartCity Al System — Project Documentation

Page 5



SmartCity Al Threat Detection - Fight Detection - ANPR

4. System Architecture

The application is split into three tiers, each in its own subdirectory, communicating over
HTTP/SSE/MJPEG:

e o o m e mme e ooooom e aoooooaama o + e o o oo oolemmoooooemeaaoooos + Foeoaaama e
__________________ +
| Vue 3 Frontend (5173) |  HITP | Nest JS Backend (3000) | HITP | Fl ask Al
Servi ce (5000) |
I | ------ > | | ------ > |
I
| - Dashboard. vue | proxy | [/videos/upload | | /analyze,
/anal yze-stream* |
| - VideoUpl oad. vue | <------ | /anpr/start | <------ | /anpr/star
t, /anpr/stream * |
| - LivelncidentsPanel.vue | JSON | /dashboard/stats | | /anpr/vehi
cl es (CRUD) |
| - AlertsPanel.vue | | /alerts | | YOLOv8 + E
asyOCR pi pelines |
| - AnalyticsChart.vue | | I'n-menory AnalysisStore | |  MySQ. conn
ection |
| - AnprPage. vue | | axios -> Al service | S
__________________ +
e o o m e mme e ooooom e aoooooaama o + e o o oo oolemmoooooemeaaoooos +
I

v

oo oo oo - -
--------- +

| MySQL:
smartcity]|

| registe
red_ |

| vehicle
s table |

s oooocoooo
--------- +

Tier 1 — Python Al Service (Flask)

Runs all heavy ML: YOLOV8 (general + threat-specific), EasyOCR, OpenCV video I/O. Streams annotated
MJPEG frames, pushes alert + stats events via SSE, and persists processed videos to out put s/ . Owns
the MySQL connection used by ANPR.

Tier 2 — NestJS Backend Gateway

Acts as the public API for the dashboard. Accepts uploads, forwards them to the Al service, aggregates
per-video analysis into an in-memory Anal ysi sStore, and exposes /dashboard/* + /alerts
endpoints.

Tier 3— Vue 3 Frontend (Vite)

Single-page dashboard. Uses Vite proxy to mount NestJS at / api and the Al service at / ai - vi deo.
Displays live MJPEG, stats counters, alert feed with snapshot thumbnails, and analytics chart. Includes an
ANPR page with vehicle CRUD.
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5. Directory Layout

Smart G ty/

mmm SmartCity_Project_Details.docx
mmmE requirenents.txt

mmm .gitignore

mmm safe-city-ai/

EEE app. py

mmm detect.py

EEmE anpr.py

mmm abnormal _detection. py

mmm fight_detection. py

mmm weapon_detection. py

mmE requirenents.txt

mmm .env / .env.exanple

mmm sqgl/init.sql

mmm nodel s/threat _detection. pt
mmm weights/

] mmm |LP-detection.pt

] mmm yol ov8n-license-pl ate. pt
mmm yol ov8n.pt / yol ov8m pt
mmm outputs/

mmm tenp/

backend/

mmm package.json

mmm nest-cli.json

mEE src/
[ EEE MRin.ts
mmm app.nodule.ts

mmm dashboard/

mmm alerts/

mmm Vi deos/

[ mmm anpr/

mmm upl oads/

mmm dist/

mm frontend/
mmm package. json
mmm vite.config.js
mmm jndex. htm
mmm src/

mmm router/index.js

mmEm services/api.js

mmm pages/

(] mmm Dashboard. vue

[ ] mmm Vehicl esDetail.vue

] mmm AnprPage. vue

mmm conponents/

[ ] mmm VideoUpl oad. vue
mmm LjvelncidentsPanel.vue
mmm Al ertsPanel.vue
mmm Anal yticsChart. vue
mmm StatCard. vue

mm assets/

mmm nmain.js / App.vue / style.css

Project brief (source of this PDF)
Wor kspace-| evel Python deps

mm Tier 1: Python Al service mm

Fl ask routes (analysis + ANPR)

YOLOv8 vi deo pipeline (batch + stream
ANPR pi peline + DB | ayer + vote cache
Crowd / abandoned-bag / loitering rules
Di stance-oscillation fight detector

Thr eat - nodel (gun/ kni fe/ grenade) w apper
Al service Python deps

DB + Flask env config

MySQL schenma

Weapon YOLO wei ghts (~6 MB)

Li cense-pl ate YOLO wei ghts

COCO pre-trained YOLO
Processed annot ated vi deos
Upl oad staging area

mm Tier 2: NestJS gateway mm
NestJS 11 + axios + formdata

mmm tsconfig.json / tsconfig.build. json

Boot strap, CORS, uploads dir
Wres all nodul es

mmm app.controller.ts / app.service.ts
mmm anal ysis/analysis.store.ts

I n-menory aggregate stats + alerts

/ dashboar d/ st at s| anal yti cs| vehi cl es
lalerts

/vi deos/ upl oad + streamresult
[anpr/start (proxy)

Mul ter disk storage for upl oads

tsc build output

mm Tier 3: Vue 3 dashboard mm

Vue 3 + Vite + Tailwind 4 + Chart.js
Proxies /api - 3000, /ai-video - 5000

Routes: / /vehicles -
Al HTTP client calls

[ anpr

Mai n dashboard (stats + |ive feed)
Vehi cl e breakdown drill-down
ANPR |ive + registered-vehicle CRUD

MIPEG vi ewer + SSE al erts panel
Real -time alert cards w snapshots
Alert Iist (history)

Chart.js line chart

KPI cards
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6. Python Al Service (Flask)

Single Flask app (app. py) exposing two pipelines: general video analysis and ANPR. Each upload
spawns a background thread; the client receives a session ID and connects to MJPEG + SSE endpoints to
receive frames, stats, and alerts in real time.

6.1 Endpoints — Video Analysis

Method Path Description
GET /heal th Liveness probe.
GET /out puts/<file> Serve processed MP4 with HTTP range support.
POST /anal yze Batch — process whole video, return final stats.
POST /anal yze-streamstart Start streaming session, returns sessionld + streamUrl.
GET / streani <si d> MJPEG stream of annotated frames (multipart/x-mixed-replace).
GET / stream <si d>/ stats/| at est Poll latest stats: people, vehicles breakdown, alerts, frames.
GET /streani <sid>/stats SSE — high-frequency stats updates.
GET /streanf <sid>/alerts SSE — alert events with base64 JPEG snapshots (interleaved with stats
GET / streani <sid>/result Block until processing completes; return final stats.

6.2 Endpoints — ANPR

Method Path Description
POST [anpr/start Start ANPR session for uploaded video - sessionld + streamUrl.
GET [ anpr/ strean <si d> MJPEG stream of annotated frames with plate boxes.
GET /anpr/streani <si d>/ stats/| at est Latest counts: frames, detected, unregistered, unique.
GET /anpr/streanf <sid>/alerts SSE — unregistered-plate alerts with base64 plate-crop snapshots.
GET [ anpr/stream <sid>/result Final ANPR stats.
GET [ anpr/ vehicl es List all registered vehicles.
POST [ anpr/vehicl es Register a vehicle (JSON: plate, owner, type).
DELETE [ anpr/vehi cl es/ <pl at e> Remove a registered vehicle.

6.3 Detection Pipeline (detect.py)

bullises yol ov8n. pt for streaming (=3—4x faster than yolov8m).

bulféass IDs from COCO: Person=0, Car=2, Motorcycle=3, Bus=5, Truck=7, Backpack=24, Handbag=26.
bulfeiour scheme — Person: green; Vehicle: cyan; Bag: amber; Alert/Fight/\WWeapon/Abandoned: red.

bulfeame skipping: YOLO runs every DETECT_EVERY_N_FRAMES (default 2); skipped frames reuse the
last annotation.

bullderence resize: long edge YOLO | NFER_SI ZE (default 640).
bull@EG quality: STREAM JPEG_QUALI TY (default 60).

buMsintains a per-frame history (cap 150) for loitering analysis.
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bulPseps MIPEG frames if the queue exceeds 30 to prevent unbounded buffering.

6.4 ANPR Pipeline (anpr.py)

Per-frame stages:

bulkdtge 1: YOLO detects vehicle bounding boxes; filter by COCO IDs {2,3,5,7} and confidence > 0.35.

bulktge 2: Build ROI = lower 60% of vehicle box (where plates live).

buldtge 3: EasyOCR reads the ROI; allowlist A—Z/0-9 only; characters scaled up so they're = 32 px tall.

bulkedge 4: looks_like_plate() validates length 3—-12, requires both letters and digits, rejects brand-name
false positives.

bulétge 5: PlateVoteCache requires the same reading (cosine = 0.75) in = 2 of the last 5 frames per
vehicle slot.

bulkdage 6: MySQL lookup - green box if registered, red box + alert if not, cyan if DB unavailable.

bulkétge 7: Confirmed plate cached for 15 frames before re-scanning (saves OCR cost while the same car
remains in view).

bulkat tracking: loU = 0.30 between current vehicle box and stored slot box keeps cached plate; below

threshold, a fresh scan starts.

bulégrt cooldown: 10 s per plate before another alert fires.
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7. Detection Algorithm Details

7.1 Fight Detection (fight_detection.py)

Distance-oscillation heuristic. Two persons are flagged when:

bulkgge-to-edge gap < FI GHT_CLOSE_PX (60 px) — they're in contact range.

buBeth have average centroid speed = FI GHT_M N_SPEED (8 px/frame) — neither is loitering.

bulléeir pairwise distance has = FI GHT_M N_OSCI LLATI ONS (3) direction reversals over the last
FI GHT_OSCI LLATI ON_W NDOW(16) frames.

bulPettern persists for = FI GHT_CONFI RM_FRAMES (8) consecutive detect-frames before the alert fires.

Person tracking: greedy nearest-neighbour assignment with max distance 80 px between consecutive
frames. Each track stores up to 30 historical centroids in a deque; pair distance histories are pruned when
no longer active.

7.2 Abnormal Behaviour (abnormal_detection.py)
bulfspwd density: alert if frame_people > cr owd_t hr eshol d (default 10).

bulétandoned bag: for each bag, compute Euclidean distance from its centre to every person centre; if all
are > 120 px, mark as abandoned.

bullettering: over the last 150 frames, quantise person centres into 60x60 pixel grid cells and count
occurrences per cell. If any cell sees > 75 % of frames, fire 'Suspicious Loitering Behavior'.

7.3 Weapon Detection (weapon_detection.py)

bullety-loaded singleton holding the YOLOv8n threat model.

bulath: saf e- ci ty-ai / nodel s/t hreat _detecti on. pt (override via WEAPON_MODEL_PATH).
bulReins every WEAPON_EVERY_N_FRAMES = 5 frames to amortise the cost.

bulfeinfidence threshold 0.45.

buMsps class names to alert strings — e.g. 'gun' - 'Weapon: Gun Detected'.

bulReturns both alert strings and red bounding boxes for visual overlay.
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8. NestJS Backend

NestJS 11 application. Bootstrapped in src/main.ts: enables CORS for the Vite dev server
(hrttp://1 ocal host:5173), creates upl oads/, and listens on $PORT (default 3000).

8.1 Modules

bulgtalysisModule — global Anal ysi sSt or e service (in-memory: stats, alerts, time-series).

buNédeosModule — POST /videos/upload (multer disk storage, 500 MB cap), POST /videos/stream-result
(frontend submits final stream stats).

bulgitprModule — POST /anpr/start (proxies upload to Flask Al).

bulReshboardModule — GET /dashboard/stats, /dashboard/analytics, /dashboard/vehicles.

buldgrtsModule — GET /alerts (returns AnalysisStore.getAlerts()).

8.2 Endpoints

Method Path Description
POST / vi deos/ upl oad Upload a video; forwards to Flask /analyze-stream-start by
POST /vi deos/streamresult Frontend submits final stream stats — recorded in Analysis
POST [anpr/start Upload a video for ANPR; forwarded to Flask /anpr/start.
GET / dashboar d/ st at s Aggregate counts: videos processed, people, vehicles, ale
GET / dashboar d/ anal ytics Time-series labels + people/vehicles arrays for the chart.
GET / dashboar d/ vehi cl es Vehicle breakdown: cars, motorcycles, buses, trucks.
GET /alerts Most recent stored alerts.

8.3 Configuration

Al_SERVICE_URL

Flask Al service base (default http://localhost:5000)

Al_STREAMING

Set to 'false’ to use synchronous /analyze instead of stream-start.

Al_OUTPUTS_PATH

Path where Flask writes processed videos (default ../safe-city-ai/outputs).

PORT

NestJS HTTP port (default 3000).

AnalysisStore behaviour: increments aggregate counters on every addAnal ysi s; classifies alert
messages into weapon / crowd_density / abandoned_bag / loitering / fight_detected / incident; stores
most-recent first; provides time-series labels by createdAt timestamp.

SmartCity Al System — Project Documentation Page 11
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9. Vue 3 Frontend

Vite + Vue 3 SPA styled with TailwindCSS 4. Routes:

bullet Dashboard.vue — KPI cards, live MJPEG viewer, alerts panel, analytics chart.
bulleehi cl es - VehiclesDetail.vue — vehicle breakdown by type.

bullenpr - AnprPage.vue — live ANPR feed, unregistered alerts, registered-vehicle CRUD form.

9.1 Components

buNédeoUpload.vue — file picker, MJPEG <img> bound to /ai-video/stream/<sid>, per-second polling of
stats/latest.

bullételncidentsPanel.vue — opens an EventSource to /ai-video/stream/<sid>/alerts; renders alert cards
with snapshots.

buldgrtsPanel.vue — pulls /api/alerts (history view).
buletalyticsChart.vue — Chart.js line chart of people vs vehicles over time.

bulfatCard.vue — KPI card primitive used across pages.

9.2 API Client (services/api.|s)

get Dashboar dSt at s() GET /api/dashboard/stats

get Dashboar dAnal yti cs() CET /api/dashboard/anal ytics

get Vehi cl eBr eakdown() CET /api/dashboard/ vehi cl es

getAlerts() CET /api/alerts

upl oadVi deo(fil e) POST / api / vi deos/ upl oad

subm t St reanResul t (r) POST / api/ vi deos/ stream resul t
fetchStreanResul t (sid) GET /ai-videol/stream <sid>/result
fetchLat est St at s(si d) CET /ai-video/stream <sid>/stats/| atest
anpr St art Sessi on(file) POST /api/anpr/start

anpr Fet chSt at s(si d) CET /ai-video/anpr/streani <sid>/stats/| at est
anpr Li st Vehi cl es() GET /ai-video/anpr/vehicles

anpr AddVehi cl e(p, o, t) POST / ai - vi deo/ anpr/ vehi cl es

anpr Del et eVehi cl e(pl at e) DELETE / ai - vi deo/ anpr/ vehi cl es/ <pl at e>

9.3 Vite Proxy

Configured in vite. confi g. ] s — both proxies strip their prefix and forward unbuffered (timeout: O for
/[ ai - vi deo so MJPEG isn't cut off):

server: {
proxy: {
"/api': { target: 'http://local host:3000', rewite: "' },
"/ai-video' :{ target: 'http://local host: 5000,
rewite: "', timeout: O },
k.
}
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10. Database (MySQL)

A single MySQL schema named smart ci t y with one table backing the ANPR registry. The Flask service
init_db() creates the table at startup if it doesn't exist; the same schema can be bootstrapped

manually:

nysql -u root -p < safe-city-ai/sql/init.sql

Schema

USE snmartcity;

)5

CREATE DATABASE | F NOT EXI STS smartcity
CHARACTER SET ut f 8mb4
COLLATE ut f 8nb4_uni code_ci ;

CREATE TABLE | F NOT EXI STS registered_vehicles (
id I NT AUTO_| NCREMENT PRI MARY KEY,
pl at e_nunber VARCHAR(20)
owner _namne VARCHAR(100) ,
vehi cl e_type VARCHAR(50),
regi stered_at TI MESTAVP

NOT NULL UNI QUE,

DEFAULT CURRENT_TI MESTAMP

Connection Settings

DB_HOST localhost
DB_PORT 3306
DB_USER root

DB_PASSWORD

(set in safe-city-ai/.env)

DB_NAME smartcity
Driver PyMySQL 1.1.2
Charset utf8mb4
Cursor DictCursor
Connect timeout 5s

Programmatic Access
bullet t _db() — create the table (idempotent).

bulletp! ate_regi stered(pl ate) - (record_dict | None, bool).

bublet _al I _vehi cl es() — list registry, newest first.

bubgt_vehi cl e(pl at e,

owner, type) - (ok: bool, msg).

bulletrove_vehi cl e(pl ate) - bool.

bulleean_pl at e(t ext) — normalises (uppercase, strips non-alphanumeric).

SmartCity Al System — Project Documentation
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11. Configuration & Environment Variables

safe-city-ai/.env (Flask Al service)

# mm MySQL Database EEEEEEEEEEEEEEEEEEEEEEEEEEN
DB_HOST=l ocal host

DB_PORT=3306

DB_USER=r oot

DB_PASSWORD=your _passwor d_here

DB _NAVE=snartcity

# mm Al Service EEEEEEEEEESEEEEEEEEEEEEEEEEEEEER
FLASK_PORT=5000

Detection-tuning environment variables

YOLO_MODEL Default model file for batch /analyze (default yolov8n.pt).

YOLO_INFER_SIZE Long-edge resize before YOLO inference (default 640).

DETECT_EVERY_N_FRAMES| Run YOLO every Nth frame for streaming (default 2).

WEAPON_EVERY_N_FRAMES Run threat model every Nth frame (default 5).

WEAPON_MODEL_PATH Override path to threat_detection.pt.

STREAM_JPEG_QUALITY MJPEG JPEG quality (default 60).

FIGHT_CLOSE_PX Edge-gap for 'contact' (default 60).

FIGHT_MIN_SPEED Minimum avg speed per person (default 8 px/frame).

FIGHT_MIN_OSCILLATIONS | Reversals required (default 3).

FIGHT_OSCILLATION_WINDOW-rames in oscillation window (default 16).

FIGHT_CONFIRM_FRAMES Consecutive frames to confirm (default 8).

FIGHT_HISTORY_LEN Track history length (default 30).

NestJS backend env

Al_SERVICE_URL Flask Al base URL (default http://localhost:5000).
Al_STREAMING 'false’ to use synchronous /analyze.
Al_OUTPUTS_PATH Local path to processed videos.

PORT HTTP port (default 3000).

Frontend env (Vite)

VITE_API_URL Override NestJS base URL (defaults to /api in dev).

VITE_AI_VIDEO_URL Override Al service base URL (defaults to /ai-video in dev).
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12. Setup & Run Instructions

Prerequisites
bulathon 3.10+ with venv

bulNede.js 18+ and npm
bulMSQL 8 server (local or remote)

bulegcOS / Linux (paths assume macOS in this workspace)

12.1 Database initialisation

mysql -u root -p < safe-city-ai/sqgl/init.sql

12.2 Python Al service

cd safe-city-ai

cp .env.exanple .env # set DB _PASSWORD et c.
pyt hon3 -m venv .venv

source .venv/bin/activate

pip install -r requirenents.txt

pyt hon app. py # listens on :5000
12.3 NestJS backend

cd backend

npm i nstall

npmrun start:dev # listens on :3000

12.4 Vue frontend

cd frontend
npm i nstall
npm run dev # listens on :5173 (proxies /api and /ai-video)

12.5 Production build (frontend)

cd frontend
npmrun build
npmrun preview

12.6 Verify the stack
bulT htt p: / /1 ocal host : 5000/ heal t h - {"status":"ok"}

bulgsen htt p: / /1 ocal host : 5173, upload a short MP4, watch annotated frames stream live.

bulsen the ANPR page, register a plate, then upload a video containing it — registered plates render
green, unregistered fire red alerts.
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13. Dependencies

13.1 Python — safe-city-ai/requirements.txt

# Web framewor k

Fl ask==3.1. 3
flask-cors==6.0.2
Wer kzeug==3.1.6

pyt hon- dot env==1. 2. 2

# Dat abase (MySQ.)
PyMy/SQL==1.1.2

# Conputer Vision

nunpy==2.4.3
pillow==12.1.1

# Deep Learning
torch==2.10.0
torchvi si on==0. 25. 0
ultral ytics==8.4.21

# OCR
easyocr==1.7.2
pyt esseract ==0. 3. 13

# Uilities

huggi ngf ace- hub==0. 24. 7
requests==2.32.5

t qdne=4. 67. 3

Py YAM_==6. 0. 2

opencv-pyt hon==4.11. 0. 86
opencv-contri b- pyt hon==4. 10. 0. 84

13.2 NestJS — backend/package.json

dependenci es:
@est j s/ common
@nestjs/core

devDependenci es:
@estjs/cli "11
prettier 73.4
supertest 77

typescript ~5.7
eslint 79
ts-node "10

~11.0.1
711.0.1

@estjs/platformexpress 711.0.1

@nestjs/serve-static A5.0.4
axi os ~1.13.6
formdata N4, 0.5
refl ect-netadata 70. 2.2
rxjs n7.8.1

jest 730
ts-jest 729
ts-1 oader "9

13.3 Frontend — frontend/package.json

dependenci es:

postcss / autoprefixer

vue ~3.5.25
vue-router N4 6.4
axi os ~1.13.6
chart.js N5 1
vue-chartjs n5.3.3
tail wi ndcss N L2011
@ail wi ndcss/vite Ny 2.1
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devDependenci es:
vite
@i tejs/plugin-vue n

>

o w
N -
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14. Alert Taxonomy

Every alert produced by the Python pipeline is a string; the NestJS Anal ysi sSt or e classifies it into a
type for the dashboard. The mapping below covers every alert string emitted today:

Alert String

Crowd Density Detected

Source

abnormal_detection.py

Mapped Type

crowd_density

Possible Abandoned Bag

abnormal_detection.py

abandoned_bag

Suspicious Loitering Behavior

abnormal_detection.py

loitering

Fight Detected

fight_detection.py / detect.py

fight_detected

Weapon: Gun Detected weapon_detection.py weapon
Weapon: Knife Detected weapon_detection.py weapon
Weapon: Explosion Detected weapon_detection.py weapon
Weapon: Explosive Detected weapon_detection.py weapon
Weapon: Grenade Detected weapon_detection.py weapon
UNREGISTERED plate label anpr.py (alert_queue) (separate ANPR feed)
Visual Encoding (annotated frames)

Green box Person (normal); registered plate.

Cyan box Vehicle (car / motorcycle / bus / truck).

Amber box Bag (backpack / handbag) — normal.

Red box Threat: fight, weapon, abandoned bag, unregistered plate.

Yellow box Plate-text candidate during voting (pre-confirmation).
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15.

Sequence — Live Video Analysis

User sel ects video in Dashboard. vue

\

[ Front end] POST / api/vi deos/ upl oad (nultipart/formdata)

v
[ Nest JS] Vi deosSer vi ce. processUpl oad()
mul ter saves to backend/ upl oads/
axi os POST /anal yze-streamstart to Flask Al
I
v
[ Fl ask] anal yze _streamstart():
- generates session_id (uuid[:12])
- saves upload to safe-city-ai/tenp/
- spawns Thread running anal yze_vi deo_strean()
- returns {sessionld, streaml)|, processedVideo}
I
v
[ Nest JS] wraps response: streamrl -> /ai-video/stream <sid>
I
A\
[ Front end] - <inmg src="/ai-video/streani <sid>"> shows MIPEG

- new Event Source("/ ai -vi deo/ stream <si d>/ al erts")
- setlnterval poll /ai-video/stream <sid>/stats/| atest

[Flask thread] per frane:

1. cv2.VideoCapture.read()

2. YOLO every Nth frane -> reuse ot herw se

3. abnormal _det ection. detect_abnornmal _behaviors(...)

4. weapon_det ection. detect_weapons(...) every 5 franes

5. fight_detection. detect fight(person_boxes)

6. cv2 draw boxes / | abels

7. cv2.VideoWiter.wite(annot ated)

8. JPEG encode -> franme_queue (cap=30)

9. push stats -> stats_queue

10. push new alerts (with snapshot b64) -> alert_queue
[ Fl ask] on done -> queue. put (None)

returns final result via /streanf<sid>/result

[ Front end] POST /api/videos/streamresult with final stats
[ Nest JS] Anal ysi sSt or e. addAnal ysi s() -> dashboard updates
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16. Sequence — ANPR Live Run

User clicks "Start ANPR' on AnprPage.vue with video file
I

A\
[ Front end] POST /api/anpr/start (nmultipart)
I

v
[ Nest JS] Anpr Servi ce. start Anpr Session(): proxy POST to Flask /anpr/start
I
v
[ Fl ask] anpr_start():
- session_id, save upload, spawn Thread(process_anpr_stream
- returns {sessionld, streamlJ|, processedVideo}
I
\

[ Front end]

<ing src="/ai-video/anpr/streani <si d>">
- poll /ai-video/anpr/strean <sid>/stats/| atest
- Event Source /ai-video/anpr/stream <si d>/alerts

[Flask thread] per frame (every 2nd frane):
1. YOLOv8 vehicles (filter classes 2/3/5/7, conf >= 0.35)
2. dedup overl appi ng boxes (loU > 0. 40)
3. for each top-2 vehicle:
- RO = lower 60% of vehicle box
- match to existing slot by IoU >= 0.30
- if confirned: redraw cached box+l abel, decrenent cool down (15)
- else: scan_roi _for_plate(roi)
-> EasyOCR readtext (allowist A-Z 0-9)
-> |l ooks_like_plate filter
-> Pl at eVot eCache. vote (w ndow 5, threshold 2)
if confirmed plate:
is_plate_registered() -> MySQL SELECT
regi stered -> green box
unknown DB -> cyan box
unregi stered -> red box + push alert (cool down 10s)
4. update |latest_stats (franmes/detected/ unregistered/ uni que)
5. push stats event, push frame to MIPEG queue

[ Fl ask] on done -> persist final stats in _anpr_results
/anpr/streanm <sid>/result returns final stats

Vehicl e CRUD routes (separate, dashboard-driven):
CET [ anpr/vehi cl es
POST /anpr/vehicles {plate, owner, type}
DELETE / anpr/ vehi cl es/ <pl at e>
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17. Quick Reference

Default Ports

Flask Al (Python) 5000
NestJS Backend 3000
Vite Dev Server 5173
MySQL 3306

Key File Paths

Flask entry safe-city-ai/app.py

YOLO pipeline safe-city-ai/detect.py

ANPR pipeline safe-city-ai/anpr.py

Behaviour rules safe-city-ai/abnormal_detection.py

Fight detector safe-city-ai/fight_detection.py

Weapon wrapper safe-city-ai/weapon_detection.py

MySQL schema safe-city-ai/sgl/init.sql

NestJS entry backend/src/main.ts

Module wiring backend/src/app.module.ts

Stats store backend/src/analysis/analysis.store.ts

Vue entry frontend/src/main.js
Routes frontend/src/router/index.js
API client frontend/src/services/api.js

Dashboard page frontend/src/pages/Dashboard.vue

ANPR page frontend/src/pages/AnprPage.vue

Common Commands

# Start everything (3 term nals)

cd safe-city-ai && source .venv/bin/activate & python app. py
cd backend && npmrun start: dev

cd frontend && npmrun dev

# Heal th check
curl http://1ocal host: 5000/ health
curl http://1ocal host: 3000/ dashboar d/ st ats

# Regi ster a vehicle
curl -X POST http://Iocal host: 5000/ anpr/vehicles \
-H ' Content-Type: application/json' \
-d '{"plate":"ABC1234", "owner": "John Doe", "type":"Car"}"
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# List registered vehicles
curl http://1ocal host: 5000/ anpr/vehicl es

# Production build
cd frontend & npmrun build
cd backend && npmrun build & npmrun start: prod

End of document.
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